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4.3 out of 5 for malware removal, the highest score in that
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Our InformationWeek 2012 Antivirus and Anti-malware Vendor Evaluation Survey asked
386 IT professionals to gauge their impressions of AV/anti-malware vendors.We asked re-
spondents to only rank vendors they’ve used or evaluated within the past 12 months.The
core of our survey asked two sets of questions: one focused on overall vendor performance,
including price, general performance and product reliability,and the other focused on prod-
uct-specific features such as virus and malware detection and removal.

Our respondents rated nine vendors. Kaspersky Lab and Sophos earned the highest rank-
ing for overall performance, closely followed by Avast Software and Malwarebytes. Note
that only six percentage points separated the leaders from the last-place finisher, Trend Mi-
cro.Kaspersky and Sophos also took the top two spots for AV/anti-malware features.The
spread was wider here, with 10 points separating first and last place.

While smaller players took top honors, brand name vendors still dominate IT's radar. When we
asked respondents to select up to three vendors they use, or have used or evaluated in the
past 12 months, 42% said Symantec and 36% said McAfee. Compare that to 10% of respon-
dents who use or have used or evaluated Kaspersky. It's clear that brand names resonate with
IT, but there’s ample opportunity for smaller players to grab a bigger slice of the market.

This report analyzes the survey results, provides some product evaluation and purchase ad-
vice, and highlight changes in the threat landscape in the ongoing arms race between cy-
ber vandals and anti-malware developers.

EXECUTIVE

Note that our survey started with 20 antivirus/anti-malware vendors, but only nine received
a sufficient number of responses to qualify for a full evaluation.

SUMMARY
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Protection From a Dirty Internet

The Internet is a cesspool awash in viruses
and malware, and your users wade in it for
hours and hours a day. Malware has multiple
entry points onto a computing device, from
spam to compromised Web sites to drive-by ex-
ploits that compromise browser plug-ins such
as Flash and PDF viewers, to infected thumb
drives that pass from user to user.And now mo-
bile devices are becoming targets via malware
wrapped inside seemingly innocuous apps.

Fortunately, anti-malware software options
have never been more abundant.While client
anti-malware isn't enough to defeat the bar-
barians at your corporate gate, it is a critical
piece of a layered defense.

Kaspersky Lab and Sophos earned the high-
est scores for overall performance in our IT
vendor evaluation of nine AV and anti-mal-
ware endpoint software providers.Both com-
panies achieved 76% out of a possible score
of 100% (see, Figure 1, right). Avast Software
and Malwarebytes were close behind, each
earning scores of 75%.

These performance ratings are almost the  nate, with results up to four times as high as
inverse of our chart on vendors being used or  three of the four top performers (see Figure 2,
evaluated; here Symantec and McAfee domi-  page 5). However, as our results show, IT pros’

Figure 1
Antivirus and Anti-Malware Software Qverall Vendor Performance

Weighted, aggregated score across all 10 evaluation criteria, with maximum possible score of 100%

Kaspersky Lab
N, 7 6%y
Sophos
N 7 6%
Avast Software
N, 7 5%
Malwarebytes
R 7 5%
Microsoft
Y 7 1%
AVG Technologies
N, 7 1%
Symantec
I 7 1%
McAfee
R, 7 1%
Trend Micro

N 7 0%

Base: Varies R4130212/5
Data: InformationWeek 2012 Antivirus and Anti-Malware Vendor Evaluation Survey of 386 business technology professionals, December 2011
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preferences aren't dic-  Figure 2
tated by a vendor’s
size or brand name.
Our performance
rating is based on a set
of 10 evaluation crite-
ria (see Figure 3, page
6). Product reliability
and performance are
clearly the most im-
portant attributes,
while cost and adapt-
ability occupy the next
tier in our respon-
dents’ decision hierar-
chy. Service, support
and innovation aren't
high on product eval-
uation check lists: a

[ 42%
- 36%

- 2%

Symantec
McAfee

Microsoft

AVG Technologies

Note: Three responses allowed

- 0%

Vendors in Use or Evaluated

Which of the following client-based antivirus or anti-malware software vendors are you currently using or evaluating, or have you used or evaluated
within the past 12 months?
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Data: InformationWeek 2012 Antivirus and Anti-Malware Vendor Evaluation Survey of 386 business technology professionals, December 2011

fortuitous result for
vendors, since almost all get mediocre scores
in those areas. You can see how each vendor
fares on the performance evaluation criteria in
Figure 4, page 7.

Diving into the details provides some insight

on how IT arrived at the scores they assigned
to vendors. Despite being the most prevalent
products among our respondents, McAfee and
Symantec are clearly not the value leaders,
badly lagging their seven competitors on both

acquisition and operational cost. However, size
does have its advantages, as both lead, along
with Sophos, in breadth of product line.
Product performance and reliability are the
areas where smaller or foreign-based (and
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consequently less popular among our pre-
dominantly domestic respondents) vendors
really shine, with relative newcomer Malware-
bytes a notable standout. The three-year-old
company, whose origins trace to a lone devel-
oper writing code to rid his home PC from a
malware infestation, passed 100 million
downloads of its freemium product in July
2011 and is adding a million users a month,
according to the company.

One area where all the vendors get a barely
passing grade is sales support and service; all
of them tightly bunched with ratings in the low
3’s.This is a bit surprising, since one would
think that the larger and more expensive ven-
dors would use their big R&D budgets and le-
gions of sales staff and support technicians to
distinguish themselves from smaller competi-
tors, but our survey doesn’t support this.

Rating the Malware Fighters

In addition to rating vendors on general per-
formance criteria, we also asked IT to rate
products they’ve used or evaluated based on
11 anti-malware and AV features. These fea-

Figure 3
Importance of Evaluation Criteria

How important are the following criteria when evaluating solutions from client-based antivirus or anti-malware

vendors? Please use a scale of 1 to 5, where 1 is "not important” and 5 is "very important.”
T Not important Very important 5

Product reliability

© I .7

Product performance

N .7

Flexibility in meeting your organization's needs

© .2

Operation cost

I, 1.1

Acquisition cost

© .0

Quality of postsales support
I : .9

Product innovation

© I 3 .7

Breadth of product line
I 3.6

Service innovation

© .5

Quality of presales support

N .2

Note: Mean average ratings R4130212/2
Data: InformationWeek 2012 Antivirus and Anti-Malware Vendor Evaluation Survey of 386 business technology professionals, December 2011
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Figure 4

Vendor Evaluations, Arranged by Evaluation Criterion

Acquisition cost Breadth of product line Flexibility to meet needs Operation cost Product innovation
1 Poor 3 Excellent 1 Poor 3 Excellent> 1 Poor 3 Excellent> 1 Poor 3 Excellent> 1 Poor 3 Excellent 5
Avast Software I 4.4 Avast Software I 3.6 Avast Software "I 3.6 Avast Software I 4.3 Avast Software N 3.7
AVG Technologies N 4.2 AVG Technologies I 3.4 AVG Technologies T 3.4 AVG Technologies I 4.0 AVG Technologies il 3.4
Kaspersky Lab NN 4.0 Kaspersky Lab SN 3.6 Kaspersky Lab N 3.8 Kaspersky Lab N 3.8 Kaspersky Lab N 3.7
Malwarebytes N 2.4 Malwarebytes I 3.3 Malwarebytes I 3.6 Malwarebytes I 4.2 Malwarebytes I 3.6
mcafee N 3 .4 Mcafee N 3 8 mcafee N 3.7 mcAfee N 3 .4 McAfee N 3 5
Microsoft I 4.2 Microsoft I 3.6 Microsoft I 3.7 Microsoft I 4.1 Microsoft I 3.5
Sophos N .1 Sophos NN .5 Sophos N 3.5 Sophos N 3.5 Sophos N 3.7
Symantec I 3.3 symantec N 3.9 symantec I 3.7 symantec I 3.4 symantec I 3.7
Trend Micro I 3.6 TrendMicro I 3.7 TrendMicro N 3.7 Trend Micro I 3 .4 Trend Micro I 3.5
Product performance Product reliability Quality of presales support Quality of postsales support Service innovation

Avast Software I 4.1 Avast Software I 4.0 Avast Software "I 3.2 Avast Software "I 3.2 Avast Software " 3.3

AVG Technologies” I 3.8 AVG Technologies” I 3.8 AVG Technologiesil 3.0 AVG Technologiesiil 3.1 AVG Technologiesl 3.2
Kaspersky Lab N 4 .2 Kaspersky Lab N 4.2 Kaspersky Lab™ I 3.5 Kaspersky Lab I 3.5 Kaspersky Lab I 3.6
Malwarebytes N 4.3 Malwarebytes N 4.2 Malwarebytes W 3.2 Malwarebytes W 3.2 Malwarebytes N 3.4
mcafee N 3 .6 mcafee N 3.7 mcafee N 3 .3 mcatee N 3 4 Mcafee N 3 .3
Microsoft NG 3.9 Microsoft N 3.9 Microsoft I 3.2 Microsoft N 3.3 Microsoft I 3 .4
sophos N 4.1 sophos N 4.1 sophos N 3.6 sophos N 3.3 sophos G 3 .4
Symantec N 3.7 Symantec I 3.5 Symantec N 3.3 Symantec N 3.3 Symantec I 3.4
Trend Micro I 3.6 Trend Micro I 3.5 Trend Micro N 3.5 Trend Micro I 3 .4 Trend Micro N 3.3

T Poor/doesn't meet yourneeds 2 Doesn’t meetsome needs 3 Just meetsyourneeds 4 Meets your needs well 5 Excellent/exceeds expectations

Note: Mean average ratings
Base: Varies

Data: InformationWeek 2012 Antivirus and Anti-Malware Vendor Evaluation Survey of 386 business technology professionals, December 2011

tures include malware and virus detection,
malware and virus removal, and impact on
device performance.IT rated the ability to de-
tect malware before it executes,and accuracy

of detection, as the most important criteria,
with malware removal close behind (see Fig-
ure 5, page 8).

The overall feature ratings again finds

R4130212/4

Kaspersky at the top of the list at 83%, with
Sophos in second with 81% (see Figure 6,

page 9). Avast and Malwarebytes both

earned a score of 79%.The four leaders excel
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at all aspects of threat detection: accuracy
and detection of viruses and malware either
before or after installation or execution. For
instance, Kaspersky, Malwarebytes and
Sophos all score 4.4 out of 5 on detection ac-
curacy. Kaspersky, Sophos and Avast all score
highest on detecting malware before it in-
stalls or executes. This is a critical feature,
given the potential difficulty of cleaning an
infected system; it’s far better to keep the
malware off a device in the first place.

The top four vendors also lead the ratings for
speed of signature updates, their signature and
heuristic detection technology, and malware
removal effectiveness. In fact, Malwarebytes
bests all comers in this category, earning a 4.3
out of 5.You can see each vendor’s average rat-
ing for each feature in Figure 7, page 10.

Symantec anchors the upper middle
ground at 78% through good, but not out-
standing scores across the board, with the
notable exception of impact on system per-
formance, where it lags badly. AVG Technolo-
gies falls to the bottom of the pile when it
comes to AV/anti-malware features, scoring

Figure 5

Importance of Antivirus and Anti-Malware Software Features

Please rate the importance of these features in your client-based antivirus and/or anti-malware software using a scale
of 1to 5,where 1is "not important" and 5 is "very important."

T Not important Very important 5

Detect malware and viruses before they execute or install

I 1.8

Accuracy of detection

Virus and malware removal

L .7

Detect malware and viruses after they execute or install

I, ..

Impact on endpoint performance

N .

Speed of signature updates

© .3

Use of heuristics for detection

I .2

Central management and reporting

© I .2

Use of signatures for detection

T ..

Sandboxing or quarantining

© N .0

Platform support (Windows, alternative 0Ses, mobile devices)

© N .0

Note: Mean average ratings R4130212/10
Data: InformationWeek 2012 Antivirus and Anti-Malware Vendor Evaluation Survey of 386 business technology professionals, December 2011
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just 73%, which is a 10-point spread be-
tween it and leader Kaspersky.

While Malwarebytes is the value and per-
formance leader, it definitely isn't the product
for those looking for a strong set of central
management and reporting features, bring-
ing up the rear in this category. By contrast,
this was the only category in which McAfee
stood out, earning the highest rating of 4.0.
And despite Microsoft’'s good overall show-
ing, it is still a parochial, Windows-only shop,
as evidenced by its dismal showing, four-
tenths of a point behind the rest of the pack,
in platform support.

We also show the feature results broken out
by vendor (see Figure 8, page 11).You can see
that most of the vendors fared OK across
most of the categories. No vendor scored be-
low a 3, which in our survey means the vendor
just meets your needs. In other words, IT may
not be thrilled with the product, but it gets
the job done.

In fact, the vast majority of our respondents
are satisfied with their current endpoint
AV/anti-malware products, with a mere 4%

Figure 6
Antivirus and Anti-Malware Software Vendor Performance; Features

Weighted, aggregated score across all 11 features evaluated, with maximum possible score of 100%

Kaspersky Lab
N 63 %
Sophos
Y 5%
Avast Software

. 7 9%

Malwarebytes

. 7 9%

Symantec
I 7 8%

Microsoft

N 7 6%
Trend Micro

I 7 5%
McAfee

N 7 4%
AVG Technologies

N 7 3%

Base: Varies R4130212/13
Data: InformationWeek 2012 Antivirus and Anti-Malware Vendor Evaluation Survey of 386 business technology professionals, December 2011

voicing outright dissatisfaction (see Figure 9, However, that doesn’t mean IT buyers are
page 12).That's good news for larger ven-  content to ignore alternatives. A full 29% are
dors such as Symantec and McAfee. considering replacing their primary or sec-
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Figure 7

Feature Evaluations, Arranged by Criterion

Detect malware and viruses

Detect malware and viruses

Accuracy of detection Central management and reporting before they execute or install after they execute or install
1 Poor 3 Excellent 5 1 Poor 3 Excellent 5 1 Poor 3 Excellent 5 1 Poor 3 Excellent 5
Avast Software N 4.2 Avast Software NN 3.5 Avast Software N 4.1 Avast Software N 4.1
AVG Technologies N 3.9 AVG Technologies N 3.7 AVG Technologies W 3.4 AVG Technologies NN 3.5
Kasperskylab N 4.4 Kasperskylab N 3.9 Kaspersky Lab i /.2 Kaspersky Lab N 4.3
Malwarebytes I /.4 Malwarebytes N 3.2 Malwarebytes N 3.8 Malwarebytes N 4.4
Mcafee T 3.9 Mcafee T 4.0 Mcafee TN 3.7 Mcafee T 3.8
Microsoft I /. 1 Microsoft I 3.6 Microsoft I 3.3 Microsoft I 4.0
Sophos TN .4 Sophos NN 3.9 Sophos NN 4.1 Sophos NN 4.1
Symantec G 4.1 Symantec G 3.9 Symantec G 3.9 Symantec G 4.0
Trend Micro N 4.0 Trend Micro N 3.8 Trend Micro N 3.8 Trend Micro " 3 .9
Impact on endpoint performance Platform support Sandboxing or quarantining Speed of signature updates
Avast Software NG 4.0 Avast Software N 3.7 Avast Software NN 3.8 AvastSoftware N 4.1
AVG Technologies NN 3.6 AVG Technologies NN 3.6 AVG Technologies N 3.8 AVG Technologies N 3.7
Kaspersky Lab™ N 4.0 Kaspersky Lab™ N 3 .8 Kaspersky Lab™ " 4.0 Kaspersky Lab . 4 .2
Malwarebytes N 3.9 Malwarebytes N 3.7 Malwarebytes N 3.6 Malwarebytes I 3.9
McAfee G 3.4 McAfee GG 3.6 McAfee T 3.7 Mcafee N 3.7
Microsoft T 4.1 Microsoft N 3.2 Microsoft I 3.7 Micosoft T 3.9
Sophos NN 3.3 Sophos NG 3.9 Sophos NG 3.0 Sophos NN 4.1
Symantec NG 3.4 Symantec NG 3.8 Symantec G 3.8 Symantec G 4.0
Trend Micro N 3.5 Trend Micro™ N 3.6 Trend Micro N 3.8 Trend Micro N 3 .9
Use of heuristics for detection Use of signatures for detection Virus and malware removal
Avast Software NN 3.9 Avast Software N 3.9 Avast Software N 4.0
AVG Technologies - 3.7 AVG Technologies N 3.8 AVG Technologies N 3.5
Kaspersky Lab™ ", 4.2 Kaspersky Lab™ " 4 .3 Kaspersky Lab” " 4.2
Malwarebytes N 3.9 Malwarebytes I 4.0 Malwarebytes I 4.3
Mcafee T 3.6 McAfee TN 3.7 McAfee N 3.7
Microsoft T 3.7 Microsoft I 3.9 Microsoft I 3.9
Sophos TINNGG 4.0 Sophos TG 4.2 Sophos NG .9
Symantec N .3 Symantec G 4.0 Symantec G .9
Trend Micro I 3.8 Trend Micro R 3 .9 Trend Micro N 3.7
T Poor/doesn’t meet yourneeds 2 Doesn’t meet some needs 3 Just meets yourneeds 4 Meets your needswell 5 Excellent/exceeds expectations
Note: Mean average ratings R4130212/12

Base: Varies

Data: InformationWeek 2012 Antivirus and Anti-Malware Vendor Evaluation Survey of 386 business technology professionals, December 2011
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Figure 8

Feature Evaluations, Arranged by Vendor

Avast Software AVG Technologies Kaspersky Lab Malwarebytes McAfee
1 Poor 3 Excellent5 1 Poor 3 Excellent5 71 Poor 3 Excellent5 1 Poor 3 Excellent5 1 Poor 3 Excellent 5
Accuracy of detection NN 4.2 Accuracy of detection M 3.9 Accuracy of detection NI - .4 Accuracy of detection I £ .4 Management/reporting i 4.0
Detect after execute N 2.1 Sandboxing or quarantiningi 3 .5 Use of signatures for detectionmm 2.3 Detect after execute I 4.4 Accuracy of detection M 3.9
Detect before execute g 4.1 Use of signatures fordetection 3.5 Detect after execute N 4.3 Virus and malware removal 4.3 Detect after exectte g 3.8
Speed of signature updatesmm 4.1 Use of heuristics fordetectionl 3.7 Speed of signature updatesumm 4.2 Use of signatures fordetectionmm 4.0 Sandboxing or quarantining 3.7
Performance impact W 4.0 Management/reportingi 3.7 Virus and malware removalim 4.2 Performance impact i 3.9 Detect before executemum 3.7
Virus and malware removalim 4.0 Speed of signature updatesil 3.7 Use of heuristics for detectionm 4.2 Speed of signature updatesiil 3.9 Speed of signature updatesil 3.7
Use of heuristics for detectioni 3.9 Performance impactlil 3.6 Detect before execute I 4.2 Use of heuristics for detectionil 3.9 Use of signatures fordetection] 3.7
Use of signatures fordetectionm 3.9 Platform support " 3.6 Sandboxing or quarantiningi 2.0 Detect before execttemu 3.8 Virus and malware removaiil 3.7
Sandboxing or quarantiningl 3.5 Detect after executem 3.5 Performance impact I 4.0 Platform support N 3.7 Platform support " 3.6
Platform support N 3.7 Virus and malwarelremovall 3.5 Management/reporting i 3.9 Sandboxing or qUarantiningl 3 .6 Use of heuristics fordetection] 3.6
Management/reportingi 3.5 Detect before executell 3.4 Platform support N 3.8 Management/reportingl 3.2 Performance impactli 3.4
Microsoft Sophos Symantec Trend Micro

Performance impact N 4.1 Accuracy of detection I 4.4 Accuracy of detection I 4.1 Accuracy of detection i 4.0

Accuracy of detection N 4.1 Use of signatures for detectionml 4.2 Use of signatures for detectioni 4.0 Detect after execuite N 3.9

Detect after exectite N 4.0 Detect after execute M 2.1 Speed of signature updatesuml 4.0 Use of signatures fordetectionil 3.9

Speed of signature updatesii 3.9 Speed of signature updatesum 4.1 Detect after execuite NI 4.0 Speed of signature updatesiml 3.9

Virus and malware removalim 3.9 Detect before execute M 2.1 Detect before execut R 3.9 Management/reporting i 3.8

Use of signatures fordetectionil 3.9 Use of heuristics for detectionmml 4.0 Management/reporting i 3.9 Detect before executen 3.8

Detect before executemum 3.8 Sandboxing or quarantiningii 3.9 Virus and malware removalii 3.9 sandboxing or quarantining 3.5

Use of heuristics fordetection 3.7 Management/reporting i 3.9 Platform support N 3.8 Use of heuristics for detectionil 3.3

Sandboxing or quarantining 3.7 Virus and malware removaimm 3.9 Sandboxing or quarantiningl 3.8 Virus and malware removaii 3.7

Management/reportingm 3.6 Platform support” I 3.9 Use of heuristics for detectionm 3.5 Platform support " 3.6

Platform support 3.2 Performance impactum 3.8 Performance impactliil 3.4 Performance impactll 3.5

1 Poor/doesn’'t meet yourneeds 2 Doesn’t meet some needs 3 Just meets your needs 4 Meets your needswell 5 Excellent/exceeds expectations

Note: Mean average ratings
Base: Varies

Data: InformationWeek 2012 Antivirus and Anti-Malware Vendor Evaluation Survey of 386 business technology professionals, December 2011
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ondary vendors, with another 17% thinking
about adding a new one (see Figure 10, page
13).The reasons for such receptivity to
change are almost entirely rooted in a desire
to improve product performance and reduce
capital and operational costs. Over 60% of
our respondents that are considering replac-
ing their current vendor or adding another
cite performance as a key reason (see Figure
11, page 14).Similarly, for those not currently
ready to pull the plug, price and perform-
ance are the deciding factors that could get
them to change their minds (see Figure 12,
page 15).

The rise in mobile devices complicates end-
point security because IT now has another
platform to manage—assuming that IT has
any control whatsoever over the device.In our
survey, 12% are using a software suite to pro-
tect mobile devices, while 9% use standalone
antivirus/anti-malware software (see Figure
13, page 16). The majority in our survey are
still trying to get their arms around the issue:
40% of respondents are evaluating protection
software for mobile devices.

Figure 9

Endpoint Antivirus/Anti-Malware

Satisfaction With Antivirus and Anti-Malware Products

What is your level of satisfaction with your current client-based antivirus and/or anti-malware product or products?

Very satisfied

Unsatisfied %

Somewhat satisfied

Data: InformationWeek 2012 Antivirus and Anti-Malware Vendor Evaluation Survey of 386 business technology professionals,

December 2011

The Evolution of AV

When evaluating client security software, the
very term “antivirus software” is hopelessly in-
accurate given the complexities of today’s end-
point protection problem, the multiplicity of
threat types and the consequent growth in
endpoint security feature sets. Point products
have almost entirely been subsumed into end-

Satisfied

R4130212/6

point security suites whose mission is an all-en-
compassing security umbrella with a unified
user and management interface. This market
reality is manifest in our survey, with a majority
of our respondents exclusively using software
suites and another 17% a mix of suites and
point products (see Figure 14, page 17).

The core endpoint security feature set for

February 2012 12
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PCs and laptops typically includes: antivirus,
anti-spyware and malware removal, using
both signature-based and heuristic algo-
rithms. Also included are a client-side firewall,
which often supports security controls for spe-
cific Web applications (like Facebook or Gmail),
real-time system integrity checks, and a host-
based network intrusion detection/protection
system. Some endpoint suites now include
other client security features like disk or file en-
cryption, application control (for example,
whitelisting/blacklisting),and data loss protec-
tion (DLP) software, including the ability to
block the movement of content to local de-
vices like USB drives.

Enterprise products typically add a central
management and reporting console and (of-
ten) integrate with corporate directories and
authentication systems (AD, LDAP) to facilitate
building and enforcing user- and group-
based security policies.

As the volume and dynamism of malware
has increased, signature-based detection and
heuristics have been augmented with net-
work-layer safeguards and crowd-sourced,

Figure 10
Replace or Add Vendors?

Endpoint Antivirus/Anti-Malware

Would you consider replacing one of your current client-based antivirus or anti-malware vendors or adding

another vendor?

Data: InformationWeek 2012 Antivirus and Anti-Malware Vendor Evaluation Survey of 386 business technology professionals,

December 2011

reputation-based signature databases. Repu-
tation-based security is a relatively recent ad-
dition to the anti-malware arsenal in which
endpoints report into and reference a contin-
uously updated online threat database.
Seeking to counter signature-based scanning
schemes, attackers now automatically gener-

Yes, we're considering
replacing our primary vendor

Yes, we're considering replacing
one of our secondary vendors

Yes, we're considering
adding another vendor

R4130212/7

ate millions of slightly mutated malware pay-
loads, directing each one to a small number of
victims. According to Symantec’s collection
data, each distinct threat typically shows up on
only 20 or fewer machines worldwide. This
makes the process of testing and creating tra-
ditional malware signatures impossible.
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In response, Symantec and others have de-
veloped a reputation rating scheme that uses
everything from heuristic scanning of the
malware payload to the network addresses of
any attempted connections or URL redirects
to create arisk rating for every file —currently
over 2.5 billion in Symantec’s database. Users
can set their risk tolerance by having the end-
point software block everything above a cer-
tain risk level. Although speed of signature
updates isn’t one of the most important prod-
uct features among our respondents, expect
this to change as the users come to realize
how malware developers are circumventing
traditional signature databases.

Another feature many organizations find use-
ful is the ability to block Web-based ads, spy-
ware or tracking cookies. One of our respon-
dents plugs this gap with point products. “We
use Symantec as out major antivirus server and
client solution, but it is weak against
spyware/adware. We supplement it with free
software such as Spywareblaster, AdAware and
Spybot S&D, however we’re looking for some-
thing that will adequately handle it all.”

Figure 11

Reasons for Replacing or Adding a Vendor

Why are you considering replacing your current client-based antivirus/anti-malware vendor or adding another vendor?

Performance gains

T, 1%

Operational cost savings

N 41%

Capital cost savings

~ N 33V

Clear technology advantage compared with current vendor (superior tech/products)
33%

Want advanced architectures/features

- 23 %

Want to enable new services or applications

N 9%

Part of normal capital project bid process
19%

Want robust integration via APIs with management systems

. 16%

Bad experience with current vendor

- 12%

Clear vision compared with current vendor (vendor road maps, plans, direction)

- 12%

Other
S 6%

Note: Multiple responses allowed R4130212/8
Base: 177 respondents considering replacing or adding a vendor
Data: InformationWeek 2012 Antivirus and Anti-Malware Vendor Evaluation Survey of 386 business technology professionals, December 2011
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Technical Evaluation Criteria

Rather than evaluating anti-malware prod-
ucts solely based on largely identical feature
lists, buyers need to investigate how well
these features are implemented, including the
software’s impact on system performance
and the vendor’s responsiveness to new
threats. Unfortunately, performing such tests
requires time and security expertise; re-
sources in short supply in most IT shops. As
one respondent puts it, “When shopping for
anti-virus software, nobody really has the time
to test and benchmark.”

The basic metric for assessing anti-malware
effectiveness is the software’s coverage
against the full spectrum of threats. Several in-
dependent groups, such as AV-TEST, NSS Labs
and nCircle Network Security, conduct tests
that measure antivirus and network intrusion

detection coverage and threat remediation.

For example, AV-TEST measures protection
against zero-day attacks, a representative
sample of recent malware and the most wide-
spread and prevalent threats, grading prod-
ucts on a 0-to-100 scale.

Figure 12

Factors Resulting in a Change in Vendor

What would it take to replace your existing client-based antivirus or anti-malware vendor with another?

Substantial performance gains

B ... [

Substantial operational cost savings

N 7%

Substantial capital cost savings

© N 56

Clear technology advantage compared with current vendor

© . 5 6%

Bad experience with current vendor

I 32%

Clearly superior vision compared with current vendor

~ N 2 6%

Enabling new services or applications

N 3%

Enabling advanced architectures/features

N 2%

Robust integration points via APls with management systems

- 13%

Other
4%

Nothing could make us replace our existing vendor
S 5%

Note: Multiple responses allowed R4130212/9
Base: 209 respondents not considering replacing or adding a vendor
Data: InformationWeek 2012 Antivirus and Anti-Malware Vendor Evaluation Survey of 386 business technology professionals, December 2011
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Besides threat coverage, buyers should un-
derstand a product’s deleterious effects on
system performance.Here, Passmark Software
provides a good benchmark that uses 13 dif-
ferent metrics; everything from boot time and
scan speed to memory and CPU utilization
and Web browsing speed.

The market for antivirus and endpoint pro-
tection software is bifurcated between corpo-
rate and consumer products; with the latter
further segmented between free (or
“freemium”—Dbasic features for free or op-
tional features in a deluxe edition at a charge)
and commercial products.This means the mar-
ket is, to coin a word, “trifurcated.” This mix of
business models means that it’s difficult to get
a comprehensive assessment of the endpoint
security market because different surveys and
market estimates measure different things.
Some analysts track software revenue, others
product usage. Some surveys look at the
worldwide market, others just at the U.S.

Yet for all but the smallest of mom-and-pop
businesses, enterprise customers need some
level of customer and product support; they

Figure 13

Endpoint Antivirus/Anti-Malware

Mobile-Device Virus and Malware Protection

What are your plans for mobile-device virus and malware protection?

We use a software suite that
includes virus and malware protection

We use a standalone antivirus and
anti-malware product for mobile devices

Don't know

We have no plans

Data: InformationWeek 2012 Antivirus and Anti-Malware Vendor Evaluation Survey of 386 business technology professionals,

December 2011

may be disinclined to adopt one of the many
free anti-malware products, even though in-
dependent testing shows some of them to be
as effective as their commercial competitors.
That said, some IT shops use both and enter-
prise product and free software, whether to
address a perceived weakness in one product,
or because a belt-and-suspenders approach

We are evaluating virus and malware
protection for mobile devices

R4130212/16

to virus and malware detection may yield bet-
ter overall protection.

As our survey found,among enterprises, two
vendors dominate: Symantec and McAfee; a re-
sult that jibes with the latest estimates from
IDC that show them with over 50% of the
worldwide endpoint security revenue. What's
notable however is that these two must con-
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tend with over 30 competitors, some of which,
like Kaspersky, ESET and AVG, are growing rev-
enue well in excess of 20% per year. Curiously,
Malwarebytes and Microsoft, two of our top
finishers,don’t even appear in IDC's list, where
Avast, Kaspersky and Trend Micro hold the 3
through 5 share positions.

Despite being among the oldest of third-
party software utilities, the antivirus, cum end-
point security market is still growing at a
healthy clip. IDC projects a compound annual
growth rate of over 8% for
the next five years.

When looking at the
endpoint security prod-
ucts actually in use, the
picture gets much more
muddled. According to the
December 2011 OPSWAT
Security Industry Market Share Analysis,
which collects usage data on Windows sys-
tems, no fewer than four vendors split about
55% of the North American market. While
Symantec again leads, spots two through four
are occupied by free or freemium products

Figure 14
Standalone Product vs. Suite

Endpoint Antivirus/Anti-Malware

Is your client antivirus and/or anti-malware software a standalone product or part of a larger endpoint security suite?

Standalone

Don't know m

We use standalone tools and suites

Data: InformationWeek 2012 Antivirus and Anti-Malware Vendor Evaluation Survey of 386 business technology professionals,

December 2011

from AVG, Microsoft and Avast, while McAfee
drops to sixth place with a 6.8% share.Further
illustrating the endpoint security market’s
fragmentation, OPSWAT detected 72 different
antivirus vendors with 238 distinct products
among North American users, with free ver-
sions again the most popular.

For enterprises, these market dynamics mean

Part of a suite

R4130212/14

that there’s not a strong correlation between
product price and performance or effective-
ness. For example, testing by NSS Labs found
that Microsoft’s product, which is free for small
businesses and is often included in existing Mi-
crosoft volume license agreements for many
enterprises, faired in the upper half of a group
of 11 anti-malware products when tested for

February 2012 17


http://www.reports.informationweek.com
http://www.reports.informationweek.com

["Previots” R Next |

InformatioriWeek —
i reports

How to Prevent an lllicit Data Dump

“““““““ F|
Stop lllicit Data Dumps

There are no silver bullets when it
comes to protecting company
and customer data from loss or
theft, but there are technological
and procedural systems that will
go a long way toward preventing
a WikiLeaks-like data dump.

reports.informationweek.com

InformationWeek

:: reports
]

Figure 15
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Vendor Evaluations, Arranged by Vendor

Avast Software AVG Technologies Kaspersky Lab Malwarebytes McAfee

1 Poor 3 Excellent5 1 Poor 3 Excellent5 71 Poor 3 Excellent5 1 Poor 3 Excellent5 71 Poor 3 Excellent 5
Acquisition cost I 4 .4 Acquisition cost I 4.2 Product reliability” N 2.2 Acquisition cost I 4.4 Breadth of product e 3.8
Operation cost I 4.3 Operation cost " 4.0 Product performance I 2.2 Product performance I 4.3 Product reliability N 3.7
Product performance W 4.1 Product performance R 3.8 Acquisition cost I 4.0 Product reliability I 4.2 Flexibility to meetnecasim 3.7
Product reliability I 4.0 Product reliability W 3.8 Flexibility to meetnecdsm 3.8 Operation cost I 4.2 Product performanceliiil 3.6
Product innovation W 3.7 Flexibility to meetneedsm 3.4 Operation cost " 3.8 Product innovation i 3.6 Product innovationmmm 3.5
Flexibility to meetneedsim 3.6 Product innovationmm 3.4 Product innovation MR 3.7 Flexibility to meetneedsi 3.6 Operation cost WM 3.4
Breadth of productlineml 3.6 Breadth of productlinem 3.4 Breadth of productlineml 3.6 Service innovationmm 3.4 Acquisition cost I 3.4
Service innovationm 3.3 Service innovationm 3.2 Service innovation M 3.6 Breadth of produictlinedl 3.3 Postsales supporta 3.4
Presales supportaiil 3.2 Postsales supporti 3.1 Presales support " 3.5 Presales supportail 3.2 Presales support i 3.3
Postsales supporti 3.2 Presales supportl 3.0 Postsales support i 3.5 Postsales supportaii 3.2 Service innovationmm 3.3
Microsoft Sophos Symantec Trend Micro

Acquisition cost I 4.2 Acquisition cost I 4.1 Breadth of product lin il 3.9 Flexibility to meet needsi 3.7

Operation cost N 4.1 Product reliability I 4.1 Product reliability I 3.8 Breadth of productlinca 3.7

Product performance i 3.9 Product performance " 4.1 Flexibility to meetnecdsum 3.7 Acquisition cost I 3.6

Product reliability” N 3.9 Breadth of product line i 3.8 Product innovation M 3.7 Product performanceli 3.6

Flexibility to meet needsim 3.7 Operation cost NN 3.5 Product performancel 3.7 Product innovation N 3.5

Breadth of product il 3.6 Flexibility to meet necdsiml 3.8 Operation cost M 3.4 Product reliability S 3.5

Product innovationm 3.5 Product innovation M 3.7 Service innovationmu 3.4 Presales support W 3.5

Service innovationmg 3.4 Presales support I 3.6 Acquisition cost M 3.3 Operation cost " 3.4

Postsales supportiu 3.3 Service innovationm 3.4 Presales support i 3.3 Postsales supportam 3.4

Presales supporti 3.2 Postsales supportami 3.3 Postsales supportiu 3.3 Service innovationmu 3.3

1 Poor/doesn’'t meet yourneeds 2 Doesn’t meet some needs 3 Just meets yourneeds 4 Meets your needs well 5 Excellent/exceeds expectations

Note: Mean average ratings
Base: Varies

Data: InformationWeek 2012 Antivirus and Anti-Malware Vendor Evaluation Survey of 386 business technology professionals, December 2011
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effectiveness at blocking malware and Web-
based client-side exploits (attacks targeting
browsers and plug-ins), while having the low-
est negative affect on system performance.

As we saw, almost half of our respondents
are considering replacing or adding endpoint
anti-malware vendors, and fully half update
products every year or major release (which
typically happens annually). Such churn pres-
ents an opportunity for any vendor building
a better mousetrap. Those that can signifi-
cantly improve detection performance, re-
duce system overhead, lower costs and seam-
lessly integrate mobile devices into their
product suite, could improve their market po-
sitionin a hurry.

The Burden of Choice

The endpoint anti-malware market is quite
competitive:That's good and bad.While it fos-
ters innovation and price erosion, it also
makes product evaluation more tedious and
confusing for IT. Although the feature overlap
across products is extensive, here are a few
items that should be on the shopping list of

Figure 16
Frequency of Updates

How often do you update major versions of your antivirus and/or anti-malware software?

No set schedule; as our needs change

Only when updating PC clients %

Every 3 or 4 years

Every other year or major release

Data: InformationWeek 2012 Antivirus and Anti-Malware Vendor Evaluation Survey of 386 business technology professionals,

December 2011

any organization thinking about switching
vendors:

« Start with an endpoint suite, but consider
augmenting with point products to counter
Web-specific threats such adware and track-
ing cookies.

* A cloud-based, crowd-sourced reputation
scanning database is an effective—nay, al-

Every year or major release

R4130212/15

most mandatory—feature to cope with the
increasing volume of malware variants.

* Look for vendors with mobile modules and
the ability to manage PCs and mobile devices
from the same platform.

* Consider client anti-malware within a
larger endpoint protection strategy that ad-
dresses control over applications (who can in-
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stall what), peripheral storage devices (USB
sticks), and native Web applications (for exam-
ple, Facebook apps). Make sure your endpoint
product works well with other security layers
like gateway content filters, network firewalls
and UTM appliances.

Finally, remember that in a security environ-
ment where the threats change by the hour,
any antivirus/anti-malware product is only as
good as the vendor behind it. Due diligence
is required before switching to the latest
startup or open source project offering osten-
sibly better price/performance. When it
comes to security, caveat emptor.

Figure 17
Job Title

Which of the following best describes your job title?

IT director/manager

IT executive management (C-level/VP)

Other %
Consultant »

Line-of-business management =
8%
Non-IT executive management

IT/IS staff

Data: InformationWeek 2012 Antivirus and Anti-Malware Vendor Evaluation Survey of 386 business technology professionals, R4130212/17

December 2011
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Figure 18
Company Revenue

Which of the following dollar ranges includes the annual revenue of your entire organization?

$6 million to $49.9 million
Less than $6 million b

Don't know/decline to say

$50 million to $99.9 million

$100 million to $499.9 million

$500 million to $999.9 million

y

$1 billion to $4.9 billion

Government/nonprofit 5 billion or more

Data: InformationWeek 2012 Antivirus and Anti-Malware Vendor Evaluation Survey of 386 business technology professionals, R4130212/18
December 2011

APPENDIX

reports.informationweek.com February 2012 21


http://www.reports.informationweek.com
http://www.reports.informationweek.com

(Y]
© %l I 2
E JETNT)) m
_ %¢ I
- salInN
c
<
S 4
s $4S]/SUoIRIIUNWWOIR3]
2 % I
pe 9)I3WW0-9/[1e13Y
<
e %¢ T | o
3 wouduoy |
o z
.M % I g
w JusWuleIAUI/RIPA | A
%s I 2
12ndwoduou ‘[eysnpul/bupin)deynuepy ﬂm
o
B
% | 2
uoneyodsuei/susibot | £
%o I
SIOpU3A || | 2
O
]
%I | s
SOWH/?dueinsu| = &
:
%0l I &
[edpaw/aiedy)esy =
5
%0l I £
JUBWUIRN0D | 5
2
o~ <
2 %3 I E
3 SIS [epueUl | =
£ z
2 v I | 2
£ Do |
S £
S %S| I m
= uonednpy | 3
N N
S S
s oot I | £
o SIAIIS SsauIsng pue bupjnsuo) | 5
>N S g
= O m
-2 Q2 s
g 2 5 oot N | S
o v T © bupiaauibua/uondnisuo) |
Vo = g
w m i [a)
[N
o
=
m
S
S
| ]
m m
(]
€
(o}
)
1]
(]
o
©

February 2012 22

reports.informationweek.com


http://www.reports.informationweek.com
http://www.reports.informationweek.com

.
Table of Contents

reports.informationweek.com

InformationWeek

:: reports

Figure 20

Company Size

Approximately how many employees are in your organization?

50-99
Fewer than 50 100-499
8% 28%
10,000 or more 18%
4 V 500-999
5,000-9,999
1,000-4,999

Data: InformationWeek 2012 Antivirus and Anti-Malware Vendor Evaluation Survey of 386 business technology professionals,
December 2011
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Survey Name InformationWeek Analytics 2012 Antivirus and Anti-Malware Vendor
Evaluation Survey

Survey Date December 2011
Region North America
Number of Respondents 386

Purpose To determine preference for vendors supplying endpoint antivirus and
anti-malware software to enterprise IT organizations.

Methodology InformationWeek surveyed business technology decision-makers at
North American companies.The survey was conducted online, and respondents were re-
cruited via an email invitation containing an embedded link to the survey.The email invi-
tation was sent to qualified InformationWeek subscribers. Individual evaluations were
conducted for vendors whose products have been used or evaluated in the past 12
months by 30 or more respondents. Respondents were asked to evaluate only those
vendors/products for which they reported recent use or evaluation.
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Want More Like This?

InformationWeek creates more than 150 reports like this each year,and they're all free to
registered users.We'll help you sort through vendor claims, justify IT projects and imple-
ment new systems by providing analysis and advice from IT professionals. Right now on our
site you'll find:

Informed CIO: Striking a Security/Usability Balance: How do you ensure that sensitive
data isn’'t compromised and that vulnerabilities brought about by personal devices are
mitigated?

Strategy: Database Defense: In tough economic times, desperate employees discover what
enterprises and cybercriminals already know: Sensitive data can be sold for cash.For a data en-
try operator, call center employee, database administrator or salesperson with access to propri-
etary customer lists, the temptation to steal and sell sensitive data can be overpowering.

Research: Data Encryption: Ushering in a New Era: As we analyzed the encryption trends
highlighted by the 506 respondents to our InformationWeek 2012 Data Encryption Survey,
we realized that this old technology is proving invaluable to organizations looking to adopt
a data-centric, rather than perimeter-based, security model.

PLUS: Find signature reports, such as the InformationWeek Salary Survey, InformationWeek
500 and the annual State of Security report; full issues; and much more.
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